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Abstract: 

The integration of the Internet of Things (IoT) and Artificial Intelligence (AI) has emerged as a cornerstone for modern 

environmental surveillance, addressing the critical need for localized, real-time air quality (AQ) data. This report 

provides a comprehensive survey of the technological advancements and operational challenges in IoT-AI-driven AQ 

estimation, focusing on scholarly literature from 2022 to 2024. Conventional monitoring, while accurate, is limited by 

the high cost and sparse distribution of reference stations. In contrast, the deployment of dense networks of low-cost 

electrochemical and optical sensors enables high spatial resolution and granular data collection, essential for urban 

health management and targeted interventions. 

This survey explores the key components of the IoT-AI ecosystem, including the physical characteristics and 

limitations of diverse sensor types, the efficacy of machine learning models such as Long Short-Term Memory 

(LSTM), Random Forest, and Gated Recurrent Units (GRU), and the evolving role of cloud and edge computing. 

Significant challenges, such as sensor drift, cross-sensitivity to environmental variables, and data security, are analyzed 

in depth. Furthermore, the report outlines a future outlook where mobile sensing, blockchain for data trust, and 6G-

enabled hybrid architectures redefine the landscape of environmental monitoring. The synthesis of these findings 

underscores a clear transition towards more decentralized, autonomous, and trustworthy air quality monitoring 

systems. 
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1. Introduction 

Air pollution remains one of the most pressing global health crises, with urban centers particularly vulnerable to 

fluctuating concentrations of particulate matter (PM) and toxic gases. Traditional monitoring infrastructure, while 

providing the "gold standard" of data through reference-grade instruments, is often characterized by high acquisition 

and maintenance costs, resulting in limited spatial coverage [2], [4], [11]. The emergence of the Internet of Things 

(IoT) combined with Artificial Intelligence (AI) provides a paradigm shift, enabling the continuous, real-time 

estimation of air quality at a fraction of the cost [6], [19]. 

This article synthesizes recent review articles and research papers published between 2022 and 2024 to present a 

detailed survey of this evolving field. It examines the synergy between IoT hardware and AI algorithms, highlighting 

how these technologies together overcome traditional monitoring barriers while introducing new complexities that 

must be addressed to ensure data reliability and long-term sustainability [6], [16]. 

 

2. IoT in Air Quality Monitoring: Benefits and Challenges 

The transition to IoT-based systems is driven by several operational advantages that traditional networks cannot match. 

However, these systems are not without significant hurdles. 

2.1 High Spatial Resolution and Real-Time Insights 

The primary advantage of IoT is the density of deployment. Low-cost sensors can be deployed in hundreds or 

thousands of nodes across a city, providing a level of spatial resolution that reference stations cannot achieve [2], [16]. 

This granularity allows for the identification of local pollution "hotspots"—areas near industrial sites or heavy traffic 

corridors where pollutant levels may be significantly higher than city-wide averages [2], [6]. Furthermore, IoT 

platforms enable near real-time analytics, supporting public dashboards and alert systems that can notify vulnerable 

populations of poor air quality within minutes [11], [19]. 

2.2 Navigating Technical and Operational Challenges 

Despite their scalability, IoT systems face critical challenges: 

 Sensor Drift and Stability: Inexpensive sensors often lack the long-term stability of reference instruments. 

Over time, their sensitivity may degrade or their baseline signal may shift, a phenomenon known as sensor 

drift [6], [18]. Continuous calibration using AI models or periodic co-location with reference stations is 

necessary [6]. 

 Environmental Cross-Sensitivity: Many low-cost sensors are sensitive to changes in temperature and 

relative humidity. For instance, electrochemical sensors for gases like nitrogen dioxide (NO2) can show cross-

sensitivity to other gases like sulfur dioxide (SO2) or ammonia (NH3), leading to false positives or inaccurate 

readings if not compensated for by advanced algorithms [18]. 

 Data Security and Integrity: The distributed nature of IoT networks introduces cybersecurity risks. Ensuring 

that data is not tampered with from the point of sensing to the point of analysis is a major concern [13], [19]. 

Privacy is another issue, especially in indoor monitoring where sensor data could potentially reveal occupancy 

or behavior patterns [13]. 

 Energy and Maintenance: Powering thousands of remote sensors requires efficient energy management. 
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While energy harvesting is discussed in the broader IoT context, the surveyed air quality literature emphasizes 

the ongoing constraint of battery life and the maintenance overhead of maintaining dense networks [6], [19]. 

 
3. Recent Survey of Core Technologies (2022–2024) 

The state-of-the-art in air quality monitoring is defined by a multi-layered stack comprising hardware sensors, 

intelligence algorithms, and distributed computing frameworks. 

3.1 Low-Cost Sensor Modalities 

The physical layer of an IoT AQ system relies on various sensor technologies, each with unique performance 

characteristics: 

 Optical Sensors (Light Scattering): Commonly used for monitoring PM2.5 and PM10. These sensors 

measure the intensity of light scattered by particles to estimate mass concentration. While effective for larger 

particles, they often struggle with PM1.0 and suffer from high error rates if particle separation is not handled 

correctly [18]. 

 Electrochemical Sensors: These function by causing a chemical reaction between the target gas and an 

electrode. They are highly sensitive for CO and NO2 but can be influenced by temperature and the presence 

of other gases [18]. 

 Metal Oxide Semiconductor (MOS) Sensors: These measure changes in the electrical resistance of a 

semiconductor film upon exposure to gases. They are known for high sensitivity to carbon monoxide and 

volatile organic compounds (VOCs) but are notoriously sensitive to humidity [18]. 

3.2 AI and Machine Learning Paradigms 

AI models play a dual role: they correct sensor inaccuracies and forecast future trends. 

 Forecasting with Deep Learning (LSTM and GRU): Time-series forecasting is dominated by recurrent 

neural networks. Long Short-Term Memory (LSTM) and Gated Recurrent Units (GRU) are preferred for their 

ability to capture long-term temporal dependencies in pollutant data [4], [18]. Studies have shown that GRU 

models can be particularly effective, sometimes achieving accuracy gains of up to 85% in real-time prediction 

tasks compared to traditional statistical methods [18]. 

 Regression and Ensemble Methods: For sensor calibration, models like Random Forest (RF), Gradient 

Boosting (GB), and Support Vector Regression (SVR) are frequently used to map raw sensor signals to 

reference concentrations by incorporating meteorological features [4], [11]. These models are typically 

evaluated using metrics such as Root Mean Square Error (RMSE) and R-squared (R²) values to ensure 

precision [4]. 

 Federated Learning: This emerging technique allows for training AI models across multiple distributed 

sensor nodes without transferring raw data to a central server, thereby preserving data privacy and reducing 

network load [13]. 

3.3 Computing Architectures: From Cloud to Edge 

The architectural paradigm is shifting from centralized cloud processing to decentralized models: 

 Cloud Computing: Centralized servers (e.g., platforms like AirCloud) provide the heavy-duty compute 

power needed for large-scale historical data analysis and complex model training [18]. 

 Edge and Fog Computing: By processing data closer to the sensor nodes, edge computing reduces latency, 

which is critical for real-time alerting [13], [20]. Fog nodes act as intermediaries, balancing the load between 

the light-weight edge devices and the high-capacity cloud [20]. 

 

4. Comparative Analysis and Performance Metrics 

The choice of sensor and connectivity significantly impacts the performance and cost of the monitoring network. 

Table 1: Comparison of Sensor Types and Connectivity Roles 

Component Role Advantages Limitations 

Electrochemical 

Sensors 

Gaseous pollutant 

monitoring (CO, 

NO2) 

High sensitivity; low 

power 

consumption [18] 

Subject to cross-gas interference and 

drift [6], [18] 

Optical (Light 

Scattering) 

Particulate Matter 

(PM) monitoring 

Direct real-time mass 

estimation; cost-

effective [18] 

High error for PM1.0; sensitivity to 

humidity [18] 

Reference-

Grade Stations 

Baseline and 

regulatory 

reporting 

Legally defensible; 

high accuracy and 

stability [2] 

Extremely high cost; sparse spatial 

coverage [2] 

LPWAN (e.g., 

LoRaWAN) 

Low-power data 

transmission 

Long range; excellent 

for battery-powered 

nodes [6] 

Low bandwidth; not suitable for high-

frequency streaming [6] 
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Cloud/Edge 

Stack 

Data analytics 

and management 

Scalable; edge 

enables real-time 

response [13], [18] 

Complex resource management and 

security [13] 

 

5. Future Scope and Emerging Directions 

The future of IoT-AI air quality estimation is focused on enhancing trust, coverage, and intelligence. 

3.1 Decentralization and Blockchain Integration 

One of the most significant emerging trends is the use of blockchain to ensure data integrity. In decentralized sensor 

networks, blockchain can provide a transparent, immutable record of sensor observations, preventing malicious data 

tampering and enhancing the trustworthiness of the data for both public and regulatory use [6]. 

3.2 Mobile and Participatory Sensing 

Moving beyond static sensor locations, future networks will increasingly leverage mobile platforms. This includes 

mounting sensors on public transportation or incorporating them into citizen-worn wearables [2], [18]. This 

"crowdsourced" approach can vastly increase spatial coverage but requires sophisticated algorithms to handle the noise 

and spatial uncertainty of mobile measurements [2]. 

3.3 6G and Hybrid Architectures 

The rollout of 6G networks will provide the ultra-reliable, low-latency connectivity required for truly massive IoT 

deployments. Hybrid architectures that seamlessly combine the high-level reasoning of the cloud with the low-latency 

response of the edge will become the standard, enabling more autonomous and intelligent environmental management 

systems [6], [13]. 

Table 2: Future Research Directions 

Trend Objective Key Evidence/Recommendation 

Advanced 

Data Fusion 

Improving estimation 

accuracy 

Integrate pollutant data with traffic flow, meteorological conditions, and 

urban geography [10], [16] 

Trustworthy 

AI 

Ensuring model 

explainability 

Develop interpretable AI models to support data-driven policy 

decisions [13] 

Cybersecurity 

in IoT 

Protecting distributed 

networks 

Implement robust encryption and decentralized governance 

frameworks [13], [19] 

Mobile 

Correction 

Models 

Enabling reliable 

mobile sensing 

Research into adaptive calibration for sensors on moving 

platforms [2], [18] 

Policy-Driven 

Integration 

Connecting 

technology to health 

Align IoT network design with Sustainable Development Goals (SDGs) 

and public health outcomes [7], [16] 

 

6. Conclusion 

Recent surveys from 2022 to 2024 demonstrate that the combination of IoT and AI has reached a level of maturity that 

allows for credible, large-scale air quality estimation. The shift toward low-cost sensor networks has democratized 

environmental data, providing unprecedented spatial resolution. However, the technical challenges of sensor drift, 

environmental interference, and cybersecurity must remain central to future research. By embracing decentralized 

architectures, blockchain-backed data trust, and mobile participatory sensing, the next generation of air quality systems 

will be better equipped to support urban sustainability and public health on a global scale. 
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